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IDENTIFICATION OF INTEGRATED
CIRCUITS

BACKGROUND

[0001] Integrated circuits (ICs) have been used widely in a
plethora of electronic devices. In some applications, identifi-
cation and authentication of an integrated circuit may be
useful, for example, for security purposes. Conventional
identification and authentication techniques may require
additional circuitry, non-volatile storage and/or firmware to
be included in an IC, which may not always be possible.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Subject matter is particularly pointed out and dis-
tinctly claimed in the concluding portion of the specification.
The foregoing and other features of this disclosure will
become more fully apparent from the following description
and appended claims, taken in conjunction with the accom-
panying drawings. Understanding that these drawings depict
only several embodiments in accordance with the disclosure
and are, therefore, not to be considered limiting of its scope,
the disclosure will be described with additional specificity
and detail through use of the accompanying drawings. Vari-
ous embodiments will be described referencing the accom-
panying drawings in which like references denote similar
elements, and in which:

[0003] FIG. 1 illustrates a method for generating an iden-
tification number (ID) for an IC;

[0004] FIG. 2a illustrates an example table configured to
store example nominal leakage current of an example circuit
element, a nominal sized NAND gate, based at least in part on
an input to the NAND gate;

[0005] FIG. 25 illustrates a part of an example IC that may
be suitable for practicing various embodiments;

[0006] FIG. 2¢ illustrates an example table configured to
store scaling factors of a plurality of NAND gates for two
example ICs;

[0007] FIG. 2d illustrates an example table configured to
store total leakage currents in one or more circuit elements of
two example ICs for various input vectors;

[0008] FIG. 3a illustrates a part of an example IC that may
be suitable for practicing various embodiments;

[0009] FIG. 35 illustrates an example table configured to
store example nominal leakage currents of NAND and NOR
gates versus an input to the respective gates;

[0010] FIG. 4 illustrates a method for determining a plural-
ity of scaling factors of a corresponding plurality of circuit
elements of an IC;

[0011] FIG. 5 illustrates a probability distribution function
(PDF) of example scaling factors of an IC;

[0012] FIG. 6a illustrates a constant margin coding tech-
nique for coding a plurality of scaling factors in binary form;
[0013] FIG. 64 illustrates a method for generating an iden-
tification (ID) of an IC based at least in part on a determined
plurality of scaling factors of a corresponding plurality of
circuit elements of the IC;

[0014] FIG. 7aillustrates an equi-area coding technique for
coding a plurality of scaling factors in binary form;

[0015] FIG. 75 illustrates a method for generating an ID of
an IC based at least in part on a determined plurality of scaling
factors of a corresponding plurality of circuit elements of the
1C;

Nov. 11, 2010

[0016] FIG. 8 illustrates an example plot illustrating colli-
sion probability of IDs of ICs;

[0017] FIG.9illustrates an example computing system that
may be suitable for practicing various embodiments; and
[0018] FIG. 10 illustrates an example computing program
product in accordance with various embodiments; all
arranged in accordance with at least some embodiments of
the present disclosure.

DETAILED DESCRIPTION OF ILLUSTRATIVE
EMBODIMENTS

[0019] The following description sets forth various
examples along with specific details to provide a thorough
understanding of claimed subject matter. It will be understood
by those skilled in the art, however, that claimed subject
matter may be practiced without some or more of the specific
details disclosed herein. Further, in some circumstances,
well-known methods, procedures, systems, components and/
or circuits have not been described in detail in order to avoid
unnecessarily obscuring claimed subject matter. In the fol-
lowing detailed description, reference is made to the accom-
panying drawings, which form a part hereof In the drawings,
similar symbols typically identify similar components, unless
context dictates otherwise. The illustrative embodiments
described in the detailed description, drawings, and claims
are not meant to be limiting. Other embodiments may be
utilized, and other changes may be made, without departing
from the spirit or scope of the subject matter presented here.
It will be readily understood that the aspects of the present
disclosure, as generally described herein, and illustrated in
the Figures, may be arranged, substituted, combined, and
designed in a wide variety of different configurations, all of
which are explicitly contemplated and make part of this dis-
closure.

[0020] In the following description, algorithms and/or
symbolic representations of operations on data bits and/or
binary digital signals stored within a computing system, such
as within a computer and/or computing system memory may
be presented. An algorithni may generally be considered to be
a self-consistent sequence of operations and/or similar pro-
cessing leading to a desired result where the operations may
involve physical manipulations of physical quantities that
may take the form of electrical, magnetic and/or electromag-
netic signals capable of being stored, transferred, combined,
compared and/or otherwise manipulated. In various contexts
such signals may be referred to as bits, data, values, elements,
symbols, characters, terms, numbers, numerals, etc. Those
skilled in the art will recognize, however, that such terms may
be used to connote physical quantities. Hence, when terms
such as “storing”, “processing”, “retrieving”, “calculating”,
“determining” etc. are used in this description they may refer
to the actions/operations/functions of a computing platform,
such as a computer or a similar electronic computing device
such as a cellular telephone, that manipulates and/or trans-
forms data represented as physical quantities including elec-
tronic and/or magnetic quantities within the computing plat-
form’s processors, memories, registers, etc.

[0021] This disclosure is drawn, inter alia, to methods,
apparatus, systems and computer program products related to
identification of ICs.

Generating an Identification Number of an IC

[0022] FIG. 1 illustrates a method 100 for generating an ID
number of an IC including one or more circuit elements, in
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accordance with various embodiments of the present disclo-
sure. For the illustrated embodiments, the method 100 may
include blocks 102, 104, 106 and/or 108.

[0023] At block 102, method 100 may include selecting
circuit elements of the IC. As an example, an IC may have a
number of circuit elements, digital logic gates, flip-flops,
transistors, resistors, capacitors, inductors, comparators,
amplifiers, etc, one or more of which may be selected at block
102.

[0024] Processing may continue from block 102 to block
104. At block 104, method 100 may include evaluating mea-
surements of an attribute of the IC for the selected circuit
elements, wherein individual measurements are associated
with corresponding input vectors previously applied to the
IC. As an example, one or more input vector may be applied
to one or more of the selected circuit elements, and corre-
sponding measurements of an attribute may be taken and
evaluated.

[0025] Processing may continue from block 104 to block
106. At block 106, method 100 may include solving a plural-
ity of equations formulated based at least in part on the mea-
surements taken of the attribute of the IC for the selected
circuit elements to determine scaling factors for the selected
circuit elements.

[0026] Processing may continue from block 106 to block
108. At block 108, method 100 may include transforming the
determined scaling factors for the selected circuit elements to
generate an identification number of the IC. Method 100 may
be concluded after block 108.

[0027] Even though the manufacturing processes of inte-
grated circuits have advanced tremendously in the last few
decades, inherent variations may be present during such
manufacturing process. Because of such manufacturing
variations and/or variety of other reasons (e.g., type of manu-
facturing process utilized, etc.), two similar circuit elements
(e.g., one or more types of digital logic gates, flip-flops,
transistors, resistors, capacitors, inductors, comparators,
amplifiers, etc.) in two different ICs may have variations in
one or more attributes (e.g., leakage current, delay, switching
power, operating temperature, parasitic capacitance, offset
voltage, gain, etc.). For example, two NAND gates of sub-
stantially similar size and with similar inputs, and included in
two different ICs may have different amount of leakage cur-
rents. Similarly, two similar circuit elements in the same IC
may have variations in one or more attributes (e.g., capaci-
tance, inductance, resistance, gain, offset voltage, threshold
voltage, operating temperature, power consumption, idle cur-
rent, leakage current, etc.).

[0028] Thus, in various embodiments, the manufacturing
variability of one or more circuit elements of an IC may be
used for identification and authentication of the IC, as will be
discussed in further details herein later.

[0029] FIG. 2a illustrates an example table configured to
store example nominal leakage current of an example circuit
element, a nominal sized two input NAND gate, based at least
in part on the inputs to the NAND gate, in accordance with
various embodiments. Individual rows 10a, . . . , 10d of the
table 10 illustrates different inputs to the NAND gate and
corresponding nominal leakage current (measured in nano
amperes or nA) of the NAND gate. For example, for an input
ot 01, the nominal leakage current may be around 100.3 nA,
asillustrated in row 105 oftable 10. As illustrated, the leakage
current of the NAND gate may be based at least in part on the
input to the gate.
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[0030] In various embodiments, the leakage current of a
circuit element (e.g., a NAND gate) may include a subthresh-
old leakage (e.g., I,,,) and/or a gate tunneling leakage (I,,.)
for individual gates. Both currents (e.g., I, and L,,.) may be
modeled as exponential functions that may be approximated
by a lognormal distribution. A full-chip leakage distribution
may be a sum of the lognormal distributions of individual
gates. The sum may not be theoretically known to have a
closed form, but may be approximated as a lognormal distri-
bution using method well known to those skilled in the art.
[0031] Referring again to FIG. 2a, the leakage currents
illustrated in table 10 may be the nominal or usual leakage
current values of a NAND gate. However, as previously dis-
cussed, because of variations during manufacturing, the leak-
age current may vary from one NAND gate to another.
Accordingly, the nominal leakage current values illustrated in
table 10 may be a typical, usual, nominal, expected, or aver-
age value of a nominal sized NAND gate. Generation of the
table 10 may be accomplished by any reasonable method as
will be understood in light of the present disclosure.

[0032] In various embodiments, the nominal leakage cur-
rents may be based at least in part on an operating environ-
ment (e.g., temperature, supply voltage, etc.) of the NAND
gate, and the nominal leakage currents of table 10 may be for
a specific operating environment. Although the table 10 may
illustrate nominal leakage current of a typical NAND gate,
similar tables may be generated for other attributes (delay,
switching power, etc.) of a NAND gate. Furthermore, similar
tables may be generated for one or more attributes of various
other types of circuit elements (e.g., NOR gate, other logic
gates, transistors, flip flops, etc.) as well.

[0033] FIG. 25 illustrates a part of an example IC 30 suit-
able for practicing various embodiments. The IC 30 may
include several circuit elements, although only four example
circuit elements (four NAND gates i1, . . ., G4) of the IC 30
is illustrated in FIG. 2b. Also illustrated are five primary
inputs (i, . . ., i5) to the circuit elements, example values of
the individual primary inputs (e.g., i,=1, i,=0, . . ., is=1),
various intermediate signals and the output O,.

[0034] In various embodiments, due to a variety of reasons
(e.g., variations during the manufacturing process), one or
more attributes (e.g., leakage current, delay, switching power
etc.) of the individual NAND gates may be different. In vari-
ous embodiments, leakage currents of individual gates G1, . .
., G4 may be different. For example, for an input 01, the
nominal leakage current of a NAND gate may be around
100.3 nA (from table 10), although gate G2 may have a
leakage current of around 130.39 nA for the same input. That
is, the leakage current of gate G2 may be around 1.3 times
(e.g., 130.39/100.3 =1.3) the nominal leakage current of a
typical NAND gate for input 01. On the other hand, gate G3
may have a leakage current of, for example, around 210.63
nA forinput 01. That is, the leakage current of gate G3 may be
around 2.1 times (e.g., 210.63/100.3 =2.1) the nominal leak-
age current of a typical NAND gate for input 01. In various
embodiments, a scaling factor of an attribute of a circuit
element may be a ratio of an actual value of the attribute in the
circuit element with a nominal value of the attribute. For
example, in the above two examples, the scaling factor of the
NAND gates G2 and G3 may be 1.3 and 2.1, respectively.
[0035] FIG. 2c¢illustrates an example table 50 configured to
store scaling factors of a plurality of NAND gates for two
example ICs, in accordance with various embodiments. The
two ICs in table 50 may be identified as IC1 and IC2. In
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various embodiments, the two ICs (or a part of the two ICs)
may be at least partially similar. In various embodiments, IC1
and/or IC2 may have a structure similar to that illustrated in
FIG. 2b. For example, both IC1 and IC2 may include 4 NAND
gates (G1, . . ., G4), similar to the IC 30 of FIG. 24. Individual
rows 50a, . . . , 504 of the table 50 may represent the scaling
factors for a NAND gate for IC1 and IC2. For example, as
illustrated in row 50d, the gate G4 of IC1 and IC2 may have
scaling factors of around 3 and 0.9, respectively. As illustrated
in row 104 of table 10, the nominal leakage current for input
11 of atypical NAND gate may be 454.5 nA. Accordingly, for
input 11, the leakage current of gate G4 of IC1 may be, for
example, around 1363.5 nA (e.g., 3*454.5 nA), and of gate
G4 of IC2 may be, for example, around 409.05 nA (e.g.,
0.9%454.5 nA). In another example, as illustrated in row 10¢
of table 10, the nominal leakage current for input 10 of a
typical NAND gate may be around 95.7 nA. Accordingly, the
leakage current of gate G2 of IC1 may be, for example,
around 124.41 nA (e.g., 1.3%¥95.7 nA), and of gate G2 of IC2
may be, for example, around 382.8 nA (e.g., 4%95.7 nA).

[0036] Although not illustrated in FIG. 2¢, in various
embodiments, using tables 10 and 50, it may be possible to
determine leakage currents of four NAND gates G1, . .., G4
of both IC1 and IC2 for individual inputs (e.g., 00, 01, 10
and/or 11) to the NAND gates.

[0037] FIG. 2d1llustrates an example table 70 configured to
store total leakage currents in one or more circuit elements of
two example ICs for various input vectors, in accordance with
various embodiments. For example, individual rows 70a, . . .
, 70d of table 70 illustrates the total leakage currents in the
four NAND gates G1, . . ., G4 of IC1 and IC2 for different
values of five primary inputs (e.g.,1,, . . ., is).

[0038] For example, row 7056 may illustrate the total leak-
age currents in the four NAND gates G1, . . ., G4 of IC1 and
1C2 for input vector 10101 (e.g., when 1,=1,1,=0, .. ., i5=1).
The status of various intermediate signals and the output is
illustrated in FIG. 26 for this example input vector. For
example, in this case, the input to gates G1, . . . , G4 may be
10, 11, 00, and 11, respectively. In various embodiments,
consider IC2 with the example input vector of 10101. For this
input vector, the input to gate G1 may be 10 (e.g., see FIG.
2b), and the corresponding leakage current of gate G1 may be
around 95.7%2.4 nA (from rows 10c¢ and 50q of tables 10 and
30, respectively) or about 229.68 nA. Similarly, the input to
gate G2 may be 11, and the corresponding leakage current of
gate G2 may around 454.5%0.6 nA or about 272.7 nA. The
input to gate G3 may have a value of 00, and the correspond-
ing leakage current of gate G3 may roughly correspond to
37.84*%4 nA or about 151.36 nA. The input to gate G4 may be
11, and the corresponding leakage current of gate G4 may be
around 454.5%0.9 nA or about 409.05 nA. Accordingly, the
combined leakage current of four NAND gates of IC2 for
input vector 10101 may be approximately (229.68+272.7+
151.364409.05)*1 nA=~1063 nA, as illustrated in row 706 of
table 70. The other entries of table 70 similarly illustrate the
total or combined leakage currents of the four NAND gates of
IC1 and IC2 for various other example input vectors.

[0039] Although the tables in FIGS. 2a, 2¢ and 24 may be
directed towards an example attribute (e.g., leakage current)
of four example NAND gates arranged according to an
example configuration, in various embodiments, similar
tables may be generated for various other attributes (delay,
switching power, or any other appropriate attributes) of vari-
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ous other types and configurations of circuit elements (e.g.,
other types of logic gates, transistors, etc.).

[0040] In various embodiments, the table 70 may be gen-
erated using information from, for example, tables 1a and 15.
In various embodiments, although the nominal leakage cur-
rent (e.g., as in table 10) of NAND gates may be known in
advance, the scaling factors of various NAND gates (e.g., as
in table 50) in an IC may not always be known and such
scaling factor may be different for different NAND gates in
the same or different ICs.

[0041] However, in various embodiments, it may be pos-
sible to measure the total leakage current (e.g., leakage cur-
rents of table 70). From the measured total leakage current, it
may be possible to determine the scaling factors of associated
circuit elements. In various embodiments, using the deter-
mined scaling factors, it may be possible to identify and
authenticate an IC, as will be described in more details herein
later.

Determining Scaling Factors of Integrated Circuits

[0042] FIG. 3a illustrates a part of an example IC 200
suitable for practicing various embodiments in accordance
with the present disclosure. The IC 200 may include several
circuit elements, although only six example circuit elements
(three NAND gates X, Y and V, and three NOR gates U, W and
Z) of'the IC 200 are illustrated in FIG. 3a. Also illustrated are
six primary inputs (i, . . ., 1) to the circuit elements, example
values of the individual primary inputs (e.g., {i,, . . .,
i5}=000000), various intermediate signals, and the outputs
04, O,, and O;.

[0043] FIG. 35 illustrates an example table 240 configured
to store example nominal leakage currents of NAND and
NOR gates versus an input to the respective gates, in accor-
dance with various embodiments of the present disclosure.
For the purpose of this disclosure and unless otherwise stated,
in various embodiments, I,z (xx) may represent example
nominal leakage current in circuit element ABC, where the
arguments inside the parentheses may be an input to the
circuit element. For example, I1,,,,,,(01) and I,,,.(11) may
represent example nominal leakage currents for a nominal
sized 2-input NAND gate for input 01, and for anominal sized
2-input NOR gate for input 11, respectively.

[0044] As previously discussed, in various embodiments,
due to a variety of reasons (e.g., variations during the manu-
facturing process), one or more attributes (e.g., leakage cur-
rent, delay, switching power etc.) of the individual circuit
elements of IC 200 may be different from the respective
nominal values. Accordingly, the leakage currents of one or
more NAND and/or NOR gates of FIG. 3a may differ from
the nominal leakage currents of table 240 by respective scal-
ing factors, as earlier discussed herein. In various embodi-
ments, the scaling factors of the six gates U, V, . . . , Z
illustrated in FIG. 3a may be represented by S, S, ..., S,.
In various embodiments, these scaling factors may be deter-
mined based on measurement of leakage currents of one or
more gates U, V, ..., Z.

[0045] The total leakage current of the circuit elements
illustrated in FIG. 3a may be based at least in part on the
inputsi,, ..., 1 These inputs may take one of various values
(e.g., {i}, - . ., 154=000000, 000001, 010101, or the like). For
the purpose of this disclosure, the primary inputs may form a
corresponding input vector. Thus, an input vector of 010101
may refer to an input where 1,=0, 1,=1, i;=0, i,=1, i5=0, and
ig=1. In various embodiments, one or more of a plurality of
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input vectors (e.g., 000000, 010101, 111111, 101010, or the
like) may be applied to the circuit elements of IC 200.

[0046] Invarious embodiments, I, .(.) may represent mea-
sured leakage current for the six circuit elements illustrated in
FIG. 3a, wherein the arguments inside the parentheses may be
an input vector for which the leakage current may be mea-
sured. For example, the leakage current I,,,,(000000) may be
the measured leakage current in the six gates of FIG. 3a for an
input vector of 000000. In various embodiments, the mea-
sured leakage current may have an error (denoted by e,) due
to, for example, limitations or errors in the measurement.

[0047] In various embodiments, the measured leakage cur-
rent [,,,,(000000) may be expressed in terms of the leakage
current of individual gates and the error term e, . For example,
for input vector 000000, the input to gate X may be 00, and the
corresponding leakage current of gate X may be S, Ly,np
(00), where S, may be unknown and the value of I,,,,,(00)
(e.g., 37.84 nA) may be derived from row 240q of table 240.
In another example, for input vector 000000, the input to gate
U may be 10, and the corresponding leakage current of gate U
may be S;. 1,,,(10), wherein S, may be unknown and the
value of 1,,z(10) (e.g., 213 nA) may be derived from row
240c¢ of table 240. Accordingly, the leakage current I, .
(000000) for IC 200 may be expressed as:

1100(000000)+e =Sy Iy i (00)+S 1Dy 47 (00)+5 7.
Inor(00)+Sy: Inor(O1)+SpInanp(1 D+ Inor(11)

[0048] In various embodiments, similar equations may be
formed for various other input vectors. For example:

Equation 1

Lo (010101)+e5 =S5 Iy (O1)+S 1 Dy ipp (01)+S .
Inor(OD)+Sy: Inor(1 D) +SpInanp(1 D+ Inor(10)

[0049] In various embodiments, M different equations
(e.g., equations 1, . . . , M) may be formed for corresponding
M different input vectors. For example, equation M may be:

Equation 2.

L1oar(111000)+e,=Sx Inanp(1 D) +S v Inanp(10)+Sz

Inor(00)+Sy: Inor(O1)+SpInanp(1 D+ Inor(11), Equation M,

wherein equation M is for an example input vector 111000.

[0050] The individual M linear equations may represent,
for a given input vector, a linear relationship between a total
measured leakage current for the six gates U, . . ., Z and the
scaling factors S, . . ., S, of the individual gates, wherein the
scaling factors may not be known in advance. In various
embodiments, an optimization problem may be formulated to
determine the scaling factors S, . . ., S,. For example,
equations 1, . .., M may form the constraints of the optimi-
zation problem. An objective function (OF) may be to opti-
mize a specific norm of the measurement error. For example,
function f(E) may denote a function for measuring a metric of
errors, where E={e },_*, and the OF may be to minimize
f(E) (e.g., OF: min f(E)), subject to M constraints (e.g., the M
equations). The term “minimize” and/or the like as used
herein may include a global minimum, a local minimum, an
approximate global minimum, and/or an approximate local
minimum. Likewise, it should also be understood that the
term “maximize” and/or the like as used herein may include
a global maximum, a local maximum, an approximate global
maximum, and/or an approximate local maximum.

[0051] In various embodiments, the function f(.) may take
one of various forms. For example, any appropriate L, norm
of'the error function may be used for the function f(.), where
the [, norm may be defined as:
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i 1/p Equation M + 1),
L,= [Z wmlemlp] for 1 =p < oo,
m=1

and L, = max,’nvlzl Winlem| if p = o0,

where w,, may be appropriate weighing factor.

[0052] In various embodiments, the optimization problem
may take many different formats based at least in part on a
form of the OF and/or the function f(E). In various embodi-
ments, the L, error norms may include non-linear terms in the
OF, which may be solved using available nonlinear optimi-
zation methods. In various embodiments, the non-linear
problem may be formulated or transformed into linear, qua-
dratic, or convex optimization problems, and may be solved
accordingly.

[0053] For example, an L., norm may be used to formulate
the function f(E). In that case, the OF may be written in the
form of a linear program as:

M

miny” [,

m=1

The linear program may be subject to the M constraints of
equations 1, . .., M. In this case, the absolute function le,,|,
although nonlinear, may be converted to a linear form by
introducing M auxiliary variables e,,*, m-1, . . ., M, and
adding 2M constraints (e.g., for individual m, e,,"=e,,, and
e, "=-e, ). In various embodiments, the optimization prob-
lem may be solved using one of various available linear
programming techniques known to those skilled in the art, to
determine one or more scaling factors S, .. ., S,.

[0054] In another example, an L, norm may be used to
formulate the function f(E). In that case, the OF may be given
as:

which may be equivalent to:

M=
£

min

[0055] The OF may be in quadratic form, and the optimi-
zation problem may be solved using one of various available
non-linear and/or quadratic programming techniques known
to those skilled in the art, to determine one or more scaling
factors S, . .., S,

[0056] In another example, an L norm may be used to
formulate the function f(E). In that case, a new variablee,, .
may be formulated which may satisfy the constraints
e,m=¢,, for m=1, . . ., M. The OF may be simplified as
OF=min (e,,,,), and the optimization problem may be solved



US 2010/0287604 Al

using one of various available linear programming techniques
known to those skilled in the art, to determine one or more
scaling factors S, . . ., S,.

[0057] In various embodiments, one or more error terms e;,
i=1, . .., M, may be assumed to follow independent and
identically distributed (i.i.d.) Gaussian distribution N (0. o®).
In that case, a log-likelihood function may be expressed as:

M

_.5
max E log(exp 20

m=1

M

) M

= 2 _ o 2

=max§ —em=m1n§ &,
m=1

m=1

LR

The expression may be equivalent to the previously discussed
quadratic form of the OF and the optimization problem may
be solved using one of various available non-linear and/or
quadratic programming techniques known to those skilled in
the art, to determine one or more scaling factors S, ..., S,.

[0058] Thus, as discussed, the scaling factors S, ..., S,
may be determined by measuring the total leakage currents
1,,.(.) for various input vectors, and formulating and solving
anassociated optimization problem. In various embodiments,
instead of'and/or in addition to determining scaling factors for
leakage currents of individual gates, scaling factors of one or
more other attributes may be determined in a similar manner.
For example, scaling factors for switching delay of individual
gates and/or scaling factors for switching power requirement
of individual gates may be determined. In various embodi-
ments, scaling factors of more than one attributes of one or
more circuit elements may be determined and subsequently
used for generation of identification (ID) of an IC.

[0059] Invarious embodiments, a unique solution to one or
more scaling factors of corresponding one or more circuit
elements of an IC may not always exists. There may exists one
or more ambiguous circuit elements for which determination
of corresponding scaling factors may not always be possible.
Ambiguous circuit elements may refer to those circuit ele-
ments whose combination may achieve the same ratio of
scaling factors, and/or whose scaling factors may be indistin-
guishable (and hence, may not be uniquely determined). For
example, three inverters Inv A, Inv B, and Inv C (e.g., with
scaling factors S,, Sz, and S.) may be arranged in series
connection such that an output of Inv A is coupled to an input
of Inv B, and an output of Inv B is coupled to an input of Inv
B. For such an arrangement, the term (S 1, (0)+SzL,,, (1)+
Scl,(0)) and/or the term (S, L, (1)+SzL,,.(0)+SL,,.(1)
may be present in the corresponding set of leakage current
equations, where 1, (.) may represent the nominal leakage
current of an invertor for a corresponding input. In various
embodiments, from one (or both) of these two terms, it may
not be possible to distinguish between scaling factors S ,, S
and/or S, by solving the associated optimization problem,
because of, for example, lack of sufficient degrees of free-
dom.

[0060] There may be many other examples of ambiguous
circuit elements in an IC (e.g., because of reconvergent
fanout). In various embodiments, ambiguous circuit elements
may be taken into account while formulating and/or solving
the optimization problem associated with determination of
the scaling factors. For example, the leakage current equa-
tions may be solved to identify one or more ambiguous circuit
elements. In various embodiments, one or more ambiguous
circuit elements may be consolidated into one entity and/or

Nov. 11, 2010

the characteristics (e.g., scaling factors) of one or more
ambiguous circuit elements may not be used in generating an
ID of an IC.

[0061] FIG. 4 illustrates an example method 300 for deter-
mining a plurality of scaling factors of a corresponding plu-
rality of circuit elements of an IC, in accordance with various
embodiments of the present disclosure. In various embodi-
ments, the method 300 may include one or more of blocks
304, 308, 312 and/or 316.

[0062] At block 304, method 300 may include applying a
plurality of input vectors to a plurality of circuit elements
included in an IC. For example, a plurality of input vectors
may be applied to gates U, . . ., Z of IC 200 of FIG. 3a.
Processing may continue from block 304 to block 308.
[0063] Atblock 308, method 300 may include measuring a
plurality of values of one or more attributes of the IC in
response to applying the plurality of input vectors, wherein an
individual value of an attribute may be measured in response
to applying a correspond input vector. The attributes may be,
for example, leakage currents, switching power, delay, and/or
any other appropriate attributes. For example, as previously
discussed, the attribute may be total leakage current I, .(.)
for the six circuit elements illustrated in FIG. 3a. For an
individual input vector, a corresponding value of the leakage
current I,,,,(.) may be measured. Processing may continue
from block 308 to block 312.

[0064] At block 312, method 300 may be include formu-
lating a plurality of equations based on the corresponding
plurality of measured values, wherein each of the plurality of
equations may include one or more scaling factors of the
corresponding one or more circuit elements. For example,
based on the measured values of the total leakage current
1,..:(), equations 1, . . ., M may be formulated. Individual
equations may correspond to a measured value of the total
leakage current I,,,.(.), corresponding to respective applied
input vector. For example, equation 1 may be formulated
based on the total leakage current I,,,,,(000000), that may be
measured in response to applying the input vector 000000, as
previously discussed. In various embodiments, PI (e.g., equal
to six for the IC 200) may be a number of primary inputs (il,
..., 16) to the circuit elements under consideration, and G
(e.g., six) may the number of circuit elements (e.g., gates U,
..., Z) under consideration. In that case, the number of
equations generated may be equal to min{2”7, 3G}. Process-
ing may continue from block 312 to block 316.

[0065] At block 316, method 300 may include solving the
plurality of equations to determine the one or more scaling
factors. For example, equations 1, . .., M may be solved using
one of several optimizations techniques discussed earlier.
Method 300 may be concluded after block 316.

[0066] In various embodiments, the IC may be operated
such that error in measuring the values of one or more
attributes may be relatively lower and/or measuring the val-
ues of one or more attributes may be conducted with relatively
lower precision requirement. That is, one or more operating
conditions (e.g., temperature of one or more circuit elements,
operating voltage, etc.) of the IC may be varied to reduce the
precision required for measuring the values of one or more
attributes. For example, while measuring values correspond-
ing to leakage current, delay or switching power (e.g., while
using leakage current and/or switching power as attribute(s)),
temperature of the IC may be intentionally increased (e.g.,
using self heating), which may increase the leakage current,
switching delay and/or switching power of individual circuit
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elements of the IC, thereby decreasing sensitivity towards
measurement errors. In various embodiments where switch-
ing delay may be used as an attribute, the supply voltage to the
IC may be reduced, which may result in an increase the
switching delay of individual circuit elements, thereby
decreasing sensitivity towards measurement errors. As
changes in these operating conditions (e.g., change in tem-
perature of individual circuit elements and operating voltage)
may proportionally affect individual circuit elements for
which the scaling factors may be determined, the scaling
factors may not be affected by these changes. For example, an
increase in the temperature of the six gates of FIG. 3a may
affect the leakage current of the six gates substantially pro-
portionally (e.g., increase the leakage current of individual
gates by, for example, 5%). This increase in leakage current
may be cancelled from both sides of the individual equations
1, ..., M, thereby not affecting the scaling factors of the
individual gates.

Transforming Scaling Factors in IC Identification

[0067] In various embodiments, after determining scaling
factors of one or more circuit elements of an IC, the deter-
mined scaling factors may be used to generate an ID of'the IC.
The scaling factors may be transformed into an ID ofthe IC in
a variety of ways.

[0068] In a simple example scenario, scaling factors equal
to or greater than 1 may be denoted by a 1 in an ID number of
the IC, while scaling factors less than 1 may be denoted by 0
in the ID number of the IC. For example, as illustrated in table
50 of FIG. 2¢, the scaling factors of gates G1, . . ., G4 of IC1
may be equal to 0.5, 1.3, 2.1 and 3, respectively. Accordingly,
an example ID number of IC1 may correspond to 0111, each
of the digits in the ID number being mapped to a respective
one of the scaling factors for gates G1 . . . G4. Similarly, an ID
number of IC2 oftable 50 may correspond to 1010, based on
the scaling factors 2.4, 0.6, 4.0 and 0.9.

[0069] The scaling factors may be transformed or mapped
into an ID of the IC in a variety of other ways. Generation of
the ID may be based on several factors. For example, the order
in which the scaling factors of various circuit elements may
be considered may affect the generation of such ID. In various
embodiments, a length of an indicator string of an IC may
refer to a number of circuit elements (e.g., number of gates) in
a netlist of the design of the IC that may be used to generate
the IC ID. The netlist may describe a connectivity of various
circuit elements in an electronic design. In various embodi-
ments, the order of the circuit elements in the netlist may
correspond to an x and y placement coordinates of the indi-
vidual circuit elements. For example, a circuit element with a
lower x coordinate may have a lower position as compared to
a circuit element with a relatively higher x coordinate. If two
circuit elements have equal X coordinates, the circuit element
with lower y coordinate may have a lower position as com-
pared to the circuit element with a relatively higher y coordi-
nate. Accordingly, one or more circuit elements may be
ordered based on respective coordinates, and this ordering of
the circuit elements may be used during generation of the ID
for the associated IC.

[0070] In various embodiments, scaling factors of every
circuit elements in an IC may not be determined due, for
example, to the presence of ambiguous circuit elements, com-
plexity in formulating and/or solving the associated optimi-
zation problem, lack of measurement of leakage currents of
one or more circuit elements, etc. In various embodiments,
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characteristics of every circuit elements in an IC may not be
required to formulate an ID of the IC. If a circuit element may
be used for identification, a corresponding bit in the indicator
string may be set to 1. Similarly, if a circuit element may not
be used for identification, a corresponding bit in the indicator
string may be set to 0. In various embodiments, the indicator
string may represent the circuit elements whose scaling fac-
tors may be used for generating an 1D of the IC.

[0071] Invarious embodiments, while transforming analog
scaling factors into an ID of an IC, a variety of factors may be
taken into account. For example, a distribution of the analog
scaling factors may be taken into account to select one or
more scaling factors to be used for generating the ID and/or
for converting the analog scaling factor to a digital identifi-
cation. In various embodiments, after extracting the scaling
factors of a plurality of circuit elements of an IC, a histogram
or a probability density function (PDF) of the extracted scal-
ing factors may be created.

[0072] FIG. 5 illustrates a PDF 400 of example scaling
factors of an IC, in accordance with various embodiments of
the present disclosure. In various embodiments, the example
PDF 400 may have a bell shaped curve with an example
standard deviation of o, although other shapes of the PDF
may be possible. In various embodiments, the PDF 400 may
be a histogram of the extracted scaling factors, obtained after
appropriate smoothing of the histogram curve.

[0073] One ofa variety of binary coding techniques may be
used to transform one or more scaling factors into binary form
using, for example, a PDF or a histogram of the extracted
scaling factors. For example, a binary coding technique may
utilize a concept of constant margin coding and/or equi-area
coding, as will be discussed below.

Constant Margin Coding

[0074] FIG. 6a illustrates a constant margin coding tech-
nique for coding a plurality of scaling factors in binary form,
in accordance with various embodiments of the present dis-
closure. FIG. 6a includes a PDF 500 of scaling factors. The
constant margin coding may find a robust binary conversion
of'the analog scaling factor codes by partitioning the PDF 500
into a plurality of regions or segments. In FIG. 64, the regions
may be marked as either white (e.g., regions 504a, 5045,
504c, etc.) or gray (e.g., regions 502a, 5025, 502¢, etc.). The
white and dark regions may be interleaved.

[0075] In various embodiments, one or more white regions
may have similar widths, and one or more grey regions may
have similar widths. In some embodiments, individual white
regions may have similar widths, individual grey regions may
have similar widths, and an average width of the white regions
may be relatively more than that of the grey regions. In some
additional embodiments, individual white regions and indi-
vidual grey regions may have similar widths. The number
and/or width of the white and/or grey regions in PDF 500 are
merely examples, and PDFs with a different number of
regions and/or different widths of white and/or grey regions
are contemplated and within the scope of this disclosure.
[0076] In various embodiments, regions with similar color
coding may either be approved or banned during forming the
ID of the IC. For example, the white regions 504a, 5045,
504c, etc. may be approved and the grey regions 5024, 5025,
502¢, etc. may be banned. Thus, ifthe value of a scaling factor
of a circuit element falls into the banned region (e.g., region
502b), the scaling factor may not be considered in the ID
formation and a corresponding bit in the indicator string may
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besetto 0. Similarly, if the value of a scaling factor of a circuit
element falls into the approved region (e.g., region 504a), the
scaling factor may be considered in the ID formation and a
corresponding bit in the indicator string may be set to 1.
[0077] In various embodiments, individual approved
regions may be given a binary code. For example, white
regions 504a, 5045 and 504¢ may be given codes 000, 001,
and 010, respectively. A scaling factor falling in a specific
white region (e.g., region 5045) may obtain a binary code of
the respective region (e.g., 001). The binary codes of indi-
vidual scaling factors falling in the approved region may be
determined, which may form an ID of the IC.

[0078] In some embodiments, the length of the binary
codes may be based at least in part on the number of parti-
tions. A relatively large number of partitions (e.g., with
smaller region width) may increase the length of the IC ID,
but may decrease a robustness of the binary codes. Thus, the
number of partitions may provide a trade of between the
length of the IDs and robustness of the binary codes.

[0079] FIG. 65 illustrates a method 520 for generating an
ID of an IC based at least in part on a determined plurality of
scaling factors of a corresponding plurality of circuit ele-
ments of the IC, in accordance with various embodiments of
the present disclosure. In various embodiments, the plurality
of scaling factors may be determined using, for example,
method 300 of FIG. 4.

[0080] Referring to FIGS. 6a and 65, in various embodi-
ments, method 520 may include one or more of blocks 524,
528, 532, 536, 540, 544, 548 and/or 552.

[0081] Atblock 524, method 520 may include generating a
PDF (e.g., PDF 500 of FIG. 6a) of the plurality of scaling
factors.

[0082] Processing may continue from block 524 to block
528, which may include partitioning an area under the PDF
into a plurality of segments such that individual segments
have substantially equal width. For example, as illustrated in
FIG. 64, the area under the PDF 500 may be divided into a
plurality of segments 520aq, . . ., 502¢, 504aq, . . . , 504c, etc.
such that individual segments may have substantially equal
width. Processing may continue from block 528 to block 532.

[0083] Atblock 532, method 520 may include dividing the
plurality of segments into a first set (e.g., the white segments
504aq, . . ., 504c¢) and a second set (e.g., the grey segments
502aq, .. ., 502c¢) of segments, such that individual segments
of the first set of segments and individual segments of the
second set of segments are interleaved (e.g., individual white
and grey segments are interleaved). Processing may continue
from block 532 to block 536.

[0084] Atblock 536, method 520 may include selecting one
ormore scaling factors that fall in one or more segments of the
first set of segments. For example, one or more scaling factors
that fall in one or more segments of the white segments may
be selected for generating ID of the IC. In various embodi-
ments, in an indicator string, a bit corresponding to a selected
scaling factors may be set to one, as previously discussed.
Processing may continue from block 536 to block 540.

[0085] At block 540, method 520 may include assigning
binary codes to the individual segments in the first set of
segments such that each individual segment in the first set of
segments is associated with a respective one of the binary
codes. For example, white segments 504q, 5045 and 504¢
may be assigned binary code 000, 001 and 101, respectively.
Processing may continue from block 540 to block 544.
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[0086] At block 544, method 520 may include assigning
binary codes to the scaling factors included in the individual
segments of the first set of segments based on the binary codes
assigned to the individual segments. For example, individual
scaling factors included in the segment 5045 may be assigned
binary code 001. Processing may continue from block 544 to
block 548.

[0087] At block 548, method 520 may include mapping
individual scaling factors of the one or more selected scaling
factors into corresponding binary codes. For example, the
assignment of binary codes to individual selected scaling
factors at block 544 may be a part of the mapping at block
548. Processing may continue from block 548 to block 552.
[0088] At block 552, method 520 may include generating
the ID number of the IC using the mapped binary codes.
Method 520 may be concluded after block 552.

Equi-Area Coding

[0089] FIG. 7aillustrates an equi-area coding technique for
coding a plurality of scaling factors in binary form, in accor-
dance with various embodiments. FIG. 7a includes a PDF 600
of'the scaling factors. The equi-area coding may find a robust
binary conversion of the analog scaling factor codes by par-
titioning area under the PDF curve 600 into a plurality of
segments or regions (e.g., regions 604a, 6045, 604c, 6044,
etc.). In various embodiments, the regions may be portioned
in such a way that area under the PDF curve of individual
regions may be substantially equal. Thus, the probability of a
scaling factor belonging to any one of the regions may be
substantially similar. In the example portioning of FIG. 7a,
the PDF 600 may be portioned in 8 regions, although a dif-
ferent number of regions may be possible. In various embodi-
ments, individual regions may be assigned a binary bit code.
For example, for an 8 region partition, a 3-bit code may be
used to identify individual regions, as illustrated in FIG. 7a
(e.g., region 6045 may be assigned 101).

[0090] In some embodiments, one or more (or all) regions
in FIG. 7a may be used for generation of ID of an IC. Scaling
factor falling in a specific region (e.g., region 604b) may
obtain a binary code of the respective region (e.g., 101). The
binary codes of individual scaling factors may be determined,
which may form an ID of the IC.

[0091] Insome additional embodiments, because of a vari-
ety of factors (e.g., measurement errors, error in determining
the scaling factors, etc.), a scaling factor that is supposed to be
inaregion (e.g., region 6045, with code 101) may actually fall
in an adjacent region (e.g., region 604a or 604¢). In some
embodiments, a robustness of the ID may be achieved by
taking into account the order of segments during verification
or authentication of the ID of the IC. For example, changing
the value of a scaling factor by a relatively small amount may
translate into shifting the scaling factor to a previous or a next
region of FIG. 7a. The encoding scheme may take into
account such changes. For example, the scaling factor of a
gate may fall in region 6045 and may be encoded as 101. For
ID verification, the scaling factor of the same gate may be
considered to be equal to any gate that may have codes 100,
101, or 111. Accordingly, the assigned ID may be robust
against small variations in a scaling factor, as long as the
scaling factor stays in the intended region (e.g., region 6045)
or in an adjacent region (e.g., regions 604a or 604c).

[0092] FIG. 75 illustrates a method 620 for generating an
ID of an IC based at least in part on a determined plurality of
scaling factors of a corresponding plurality of circuit ele-
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ments of the IC, in accordance with various embodiments of
the present disclosure. In various embodiments, the plurality
of scaling factors may be determined using, for example,
method 300 of FIG. 4. Referring to FIGS. 7a and 75, in
various embodiments, method 620 may include one or more
of blocks 624, 628, 632, 636 and/or 640.

[0093] Atblock 624, method 620 may include generating a
PDF (e.g., PDF 600 of FIG. 7a) of the plurality of scaling
factors. Processing may continue from block 624 to block
628.

[0094] At block 628, method 620 may include partitioning
an area under the PDF into a plurality of segments (e.g.,
segments 604aq, . . ., 6044, etc.) such that individual segments
may have substantially equal area. Processing may continue
from block 628 to block 632.

[0095] At block 632, method 620 may include assigning
binary codes to the individual segments such that each indi-
vidual segment is associated with a respective one of the
binary codes (e.g., assigning binary code 101 to segment
60454). Processing may continue from block 632 to block 636.
[0096] At block 636, method 620 may include assigning
binary codes to the scaling factors included in the individual
segments based on the binary codes assigned to the individual
segments. For example, individual scaling factors included in
the segment 6045 may be assigned binary code 101. In vari-
ous embodiments, the assignment of the binary codes to
individual scaling factors may map the scaling factors into
corresponding binary codes. Processing may continue from
block 636 to block 640.

[0097] At block 640, method 620 may include generating
the ID number of the IC using the assigned binary codes.
Method 620 may be concluded after block 640.

Probabilistic Analysis of Collision of IDs

[0098] Once the ID may be generated, a robustness (e.g.,
the probability of the generated ID being unique) of the gen-
erated ID may be analyzed. In various embodiments, the
generated ID may include a collection of K binary sequences,
with individual sequences of length M. For example, K scal-
ing factors may be used to generate binary codes, wherein
individual binary codes may be of length M (e.g., 3). The
probability of more than one IC having the same ID may be
equated to the probability of collision among the K strings. In
various embodiments, there may be a total of n=2* binary
length M sequences. The variable Pi may denote a probability
that the ID of the IC may be in sequence i, and let P=(P1, . ..
, Pn) be the collection of probabilities of all n sequences.

[0099] The probability of no match between K sequences
may be given by:

oMy

—1y —
P KoY =

[0100] The probability of collision may be given by:

oMy

P(collision) = 1 — m
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[0101] When the sequences may not be equally likely,
probability of collision may be given by:

P(collision =1 - P(M, K, P) Equation M +2)
=1-K! Py1 Pk Pog,

l=vl=K=vk=n

where P(M,K,P) may be the complimentary probability that
no collision occurs. This equation may represent the collision
probability of the IDs. This probability may be based at least
in part on the formulation of the ID generation problem.
[0102] Forexample, in a first case, the bit in the sequence of
the generated ID may be independent and identically distrib-
uted (i.i.d.) with P(any bit is 1)=m, and P(any bit is 0)=1-r. In
that case, the probability Pi may be given by P,=(1-m)"0"x"",
where n,i may denote the total number of zeros in sequence i
and n,i may denote the total number of its ones in the
sequence i.

[0103] In a second case, the bits in individual sequences
may be independent but not identically distributed with:

P(bit m is 1)=n,,

P(bit m is 0)=1-mx,,
The function I(b,,) may be defined as:

o Tons by =
(Bm) = 1 =7tp, by =0.

[0104] The probability P, may be represented as:
P11, MIb,,).
[0105] Ina third case, the bits in individual sequences may

be correlated and their cumulative distribution function
(CDF) may be P, as previously discussed.

[0106] Invarious embodiments, if the collision probability
(e.g., probability that IDs of two ICs may be similar) is
substantially higher (e.g., higher than a threshold value), a
more robust ID (e.g., an ID that may have relatively less
collision probability) may be created. For example, the circuit
elements selected for generating the ID may be increased, the
length of the ID may be increased (e.g., by increasing the
number of scaling factors to be considered for generating the
ID), and/or the number of attributes to be used may be
increased.

Statistical Analysis of Collision of IDs

[0107] FIG. 8 illustrates an example plot 700 illustrating
collision probability of IDs of ICs, in accordance with various
embodiments of the present disclosure. The plot may be gen-
erated, for example, using Monte Carlo simulations. The
analog values of two scaling factors (e.g., characteristics A
and characteristics B) of corresponding circuit elements are
illustrated in plot 700. The extracted analog scaling factors of
individual circuit elements may be used as an axis in the plot.
[0108] Although only two scaling factors are used herein to
generate plot 700, more than two scaling factors may be used
to generate such plots (although such plots may have higher
dimensions). For example, M' number of characteristics (e.g.,
M' number of scaling factors) may result in a M' dimensional
space.
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[0109] In various embodiments, there may be K number of
1Cs, wherein M' number of scaling factors of individual ICs
may be considered to generate an ID of the respective IC. A
probability of collision of the IDs (e.g., probability that more
than one IC have the same ID) may be computed. For com-
puting the collision probability, a sphere in the M' dimensions
may be positioned multiple times (e.g., 10 two-dimensional
spheres 702a, . . ., 702¢, etc. in FIG. 8). The center of
individual spheres may represent the position of an ID. The
points that fall within one circle may be assigned the same [Ds
(e.g., points 704a and 7045 falling within one circle 702a).
Since the experiment (e.g., circle generation) may be repeated
multiple times, the number of possible points inside indi-
vidual circle may be counted because of finite resolution of
measurements.

[0110] The probability of collision for the whole space may
be calculated as:

Nyc
P(collision) = Z P(collision| Cp)P(Cy)

n=1

N, s may denote the number of Monte Carlo simulation runs,
n may be the index of individual simulations, and C,, may be
the generated spheres for one simulation run. The parameters
of the Monte Carlo analysis may be the radius of the sphere
and the number of random runs (N, ).

[0111] In various embodiments, if the collision probability
(e.g., probability that IDs of two ICs may be similar) is
substantially higher (e.g., higher than a threshold value), a
more robust ID (e.g., an ID that may have relatively less
collision probability) may be created. For example, the length
of'the ID may be increased (e.g., by increasing the number of
scaling factors to be considered for generating the ID) and/or
the number of attributes to be used may be increased.

[0112] The generated scaling factors and the ID of an IC
may be used in numerous applications. For example, scaling
factors of one or more attributes of a plurality of circuit
elements may be generated, and the generated scaling factors
may be utilized to improve an operating condition of an IC.
For example, the scaling factors may indicate leakage cur-
rents of one or more circuit elements in the IC. In various
embodiments, during an operation of the IC, the input vectors
may be selected such that the leakage current of the IC is
reduced. For example, a circuit element which may be iden-
tified (from a corresponding scaling factor) to have a higher
leakage current may be used relatively less frequently (or for
a less duration of time or clock periods) compared to a circuit
element having a relatively lower leakage current. Such selec-
tive use of the circuit elements may be achieved, for example,
by appropriately choosing the input vector.

[0113] Invarious embodiments, input vectors or a schedule
of a data assignment may be determined such that adverse
effects of one or more other attributes (e.g., switching delay,
switching power, operating temperature, parasitic capaci-
tance, offset voltage, gain) may be reduced. Reduction of one
or more of these attributes may result in, for example,
improved power and thermal management, improved operat-
ing condition, prolonged operating life, etc. of the IC. In
various embodiments, an operational voltage for a task to be
executed on the IC within a given duration of time may also be
determined, such that a total leakage current, temperature,
parasitic capacitance or speed of aging of the IC is reduced.
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Such determination may be based at least in part on the
scaling factors of one or more circuit elements.

[0114] In various embodiments, an ID and/or the scaling
factors of an IC may be used to authenticate the IC. For
example, an ID of an IC (or scaling factors of one or more
circuit elements of the IC) may be unique. In various embodi-
ments, the IC may authenticate itselfto adevice (e.g., a server,
a device responsible for authenticating, etc.) using the 1C’s
unique ID (or scaling factors of one or more circuit elements
of'the IC). The device may challenge an identification of the
IC by initiating an application of one or more input vectors to
one or more of the circuit elements included in the IC. In
response to the applied input vectors, the device may measure
one or more response values, wherein the response values
may include indication of one or more operational character-
istics (e.g., leakage current, switching delay, switching
power, operating temperature, parasitic capacitance, offset
voltage, gain) of the circuit elements. The response values
may be associated with the scaling factors of the circuit ele-
ments. The device may compare the received response values
with response values stored in a database external to the IC.
Based on the comparison, the device may authenticate the IC.
In various embodiments, the device may grant the IC or auser
of'the IC access or operational rights to one or more services
or devices, based at least in part on authenticating the IC.
[0115] Forexample, a carkey may have an IC embedded in
it. Each time the carkey is inserted in a car (with which the car
key is associated), an authentication device in the car may
apply input vectors to the IC in the car key, and receive
response values, where the response values may include indi-
cation of one or more operational characteristics of the one or
more circuit elements of the IC. The authentication device
may compare the response values with response values stored
in a database accessible to the authentication device, and
authenticate the IC based on a positive comparison. Once the
IC is authenticated, the authentication device may, for
example, allow the user of the car key to start the car.

[0116] In various embodiments, the ID and/or the scaling
factors of an IC may be used in many other security and
authentication applications, e.g., for getting access to blocked
television channels, authorizing a credit card sale, or the like.

Computing System

[0117] FIG. 9 illustrates an example computing system 900
that may be suitable for practicing various embodiments of
the present disclosure. Computing system 900 may comprise
processor 910 and memory 914. Computing system 900 may
also include one or more data models and/or computation
modules configured to practice one or more methods of this
disclosure. For example, the computing system 900 may
include a scaling factor determination module 920 configured
to determine scaling factors of an IC 960 that is operatively
coupled with the computing system 900. The scaling factor
determination module 920 may also include an input vector
application module 924 configured to select and apply or
cause to be applied a plurality of input vectors to one or more
circuit elements in the IC 960. In various embodiments, the
input vector application module 924 may be configured to
instruct other components (in the computing system 900 and/
or on IC 960) to apply the input vectors to the one or more
circuit elements.

[0118] The scaling factor determination module 920 may
also include a measurement module 928 that may be arranged
to measure or cause measurements to be taken of one or more
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attributes (e.g., leakage current I,,,.(.)) of the IC 960. In
various embodiments, the measurement module 928 may be
adapted to receive such measurements from the IC 960. The
scaling factor determination module 920 may also include a
equation formulation module that may be configured to form
one or more equations (e.g., equations 1, ..., M)based at least
in part on the measurements of one or more attributes. The
scaling factor determination module 920 may also include a
solver module 934 configured to formulate and solve an opti-
mization problem to determine one or more scaling factors of
one or more corresponding circuit elements in the IC 960.
[0119] In various embodiments, the computing system 900
may include a scaling factor transformation and ID genera-
tion module 940 configured to transform the determined scal-
ing factors into an ID of IC 960. In various embodiments, the
computing system 900 may include a collision probability
estimation module 944 configured to estimate a collision
probability of generated ID.

[0120] Although various modules of the computing system
900 may be illustrated as being separate blocks, in various
embodiments, some or all of the modules may be combined
into different blocks. In various embodiments, one or more of
the illustrated modules may also be included in a second
computing system (separate from the computing system
900), that may be partially similar and/or partially different
from the computing system 900. In various embodiments,
one or more of the illustrated modules may be included in the
1C 960.

[0121] The computing system 900 may also be coupled to
an external storage facility 980, which may be configured for
storing data. In various embodiments, the computing system
900 may be operatively coupled to a network 984, through
which the computing system 900 may be operatively coupled
to the storage facility 980 and/or to one or ore other comput-
ing systems (not illustrated in FIG. 9). In various embodi-
ments, the computing system 900 may store data (e.g., one or
more tables previously discussed) in the storage facility 980.
Although not illustrated in FIG. 9, in various embodiments,
the computing system 900 may access, over the network 984,
the IC 960 and/or a testing device (not illustrated in FIG. 9)
operatively coupled to the IC 960 and configured to perform
one or more tests on the IC 960.

[0122] Insome embodiments, processor 910 may be a gen-
eral-purpose processor. In some other embodiments, proces-
sor 910 may be an Application-specific Integrated Circuit
(ASIC), a field-programmable gate array (FPGA), or some
other logic device having specific functions built or pro-
grammed directly into it.

[0123] Memory 914 may be a hard drive, solid-state drive,
Random Access Memory (RAM), or some other appropriate
type of memory. In various embodiments, a plurality of pro-
gramming instructions may be stored within memory 914 or
other memory and configured to program processor 910 to
function in accordance with various features (e.g., methods,
procedures, functions, operations and/or modules) of the
present disclosure.

[0124] Although not illustrated in FIG. 9, the computing
system 900 may include one or more components known to
those skilled in the art. For example, the computing system
900 may include one or more appropriate drives, storage
media, user input devices through which a user may enter
commands and data (e.g., an electronic digitizer, a micro-
phone, a keyboard and pointing device, commonly referred to
as a mouse, trackball, touch pad, joystick, game pad, satellite
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dish, scanner, or the like), one or more interfaces (e.g., a
parallel port, game port, a universal serial bus (USB) inter-
face), etc. and may be coupled to one or more peripherals
(e.g., a speaker, a printer, etc.). The computer system 900 may
operate in a networked environment (e.g., wide area networks
(WAN), local area networks (LAN), intranets, the Internet,
etc.) using logical connections to one or more computers,
such as a remote computer (e.g., a personal computer, a
server, a router, a network PC, a peer device or other common
network node, etc.) connected to a network interface.

[0125] FIG. 10 illustrates an example computing program
product 1001 arranged in accordance with various embodi-
ments of the present disclosure. In various embodiments,
computing program product 1001 may comprise a signal
bearing medium 1003 having programming instructions
stored therein. In various embodiments, the signal bearing
medium 1003 may include a computer readable medium
1007, including but not limited to a CD, a DVD, a solid-state
drive, a hard drive, computer disks, flash memory, or other
appropriate type of computer readable medium. In various
embodiments, the signal bearing medium 1003 may also
include a recordable medium 1009, including but not limited
to a floppy disk, a hard drive, a CD, a DVD, a digital tape, a
computer memory, a flash memory, or other appropriate type
of computer recordable medium. In various embodiments,
the signal bearing medium 1003 may include a communica-
tions medium 1011, including but not limited to a fiber optic
cable, a waveguide, a wired or wireless communications link,
etc.

[0126] The computing programming product 1001 may be,
for example, used for determining one or more scaling factors
of'one or more circuit elements included in an IC that may be
coupled to the computing product 1001 and/or for generating
an ID for the IC. Embodiments are not limited to any type or
types of computing program products.

[0127] Signal bearing medium 1003 may contain one or
more instructions 1005 configured to practice one or more
aspects of the present disclosure. Embodiments may have
some or all of the instructions depicted in FIG. 10. Embodi-
ments of computing program product 1001 may have other
instructions in accordance with embodiments described
within this specification.

[0128] Insome embodiments, the one or more instructions
1005 may include instructions for applying a plurality of
input vector to one or more circuit elements included in an IC.
In various embodiments, the one or more instructions 1005
may include instructions for measuring a plurality of values
of'one or more attributes of the IC in response to the applying
the plurality of input vectors, wherein an individual value of
an attribute is measured in response to applying a correspond
input vector. In some embodiments, the one or more instruc-
tions 1005 may include instructions for formulating a plural-
ity of equations based on the corresponding plurality of mea-
sured values, wherein individual equations includes one or
more scaling factors of the corresponding one or more circuit
elements. In various embodiments, the one or more instruc-
tions 1005 may include instructions for solving the plurality
of equations to determine the one or more scaling factors. In
some embodiments, the one or more instructions 1005 may
include instructions for transforming the determined one or
more scaling factors to generate an identification number of
the IC. In various embodiments, the one or more instructions
1005 may include instructions for evaluating a collision prob-
ability of the generated identification. In some embodiments,
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the one or more instructions 1005 may include instructions
for determining a plurality of scaling factors of a correspond-
ing plurality of circuit elements of the IC, by solving a plu-
rality of equations formulated based at least in part on a
corresponding plurality of measurements taken of an attribute
of the IC by applying or having applied a corresponding
plurality of input vectors to the IC. In various embodiments,
the one or more instructions 1005 may include instructions
for transforming the determined scaling factors to generate an
identification number of the IC.

[0129] Claimed subject matter is not limited in scope to the
particular implementations described herein. For example,
some implementations may be in hardware, such as employed
to operate ona device or combination of devices, for example,
whereas other implementations may be in software and/or
firmware. Likewise, although claimed subject matter is not
limited in scope in this respect, some implementations may
include one or more articles, such as a storage medium or
storage media. This storage media, such as CD-ROMs, com-
puter disks, flash memory, or the like, for example, may have
instructions stored thereon, that, when executed by a system,
such as a computer system, computing platform, or other
system, for example, may resultin execution of a processor in
accordance with claimed subject matter, such as one of the
implementations previously described, for example. As one
possibility, a computing platform may include one or more
processing units or processors, one or more input/output
devices, such as a display, a keyboard and/or a mouse, and one
or more memories, such as static random access memory,
dynamic random access memory, flash memory, and/or a hard
drive.

[0130] Reference in the specification to “an implementa-
tion,” “one implementation,” “some implementations,” or
“other implementations” may mean that a particular feature,
structure, or characteristic described in connection with one
or more implementations may be included in at least some
implementations, but not necessarily in all implementations.
The various appearances of “an implementation,” “one
implementation,” or “some implementations” in the preced-
ing description are not necessarily all referring to the same
implementations. Moreover, when terms or phrases such as
“coupled” or “responsive” or “in response to” or “in commu-
nication with”, etc. are used herein or in the claims that
follow, these terms should be interpreted broadly. For
example, the phrase “coupled to” may refer to being commu-
nicatively, electrically and/or operatively coupled as appro-
priate for the context in which the phrase is used.

[0131] In the preceding description, various aspects of
claimed subject matter have been described. For purposes of
explanation, specific numbers, systems and/or configurations
were set forth to provide a thorough understanding of claimed
subject matter. However, it should be apparent to one skilled
in the art and having the benefit of this disclosure that claimed
subject matter may be practiced without the specific details.
In other instances, well-known features were omitted and/or
simplified so as not to obscure claimed subject matter. While
certain features have been illustrated and/or described herein,
many modifications, substitutions, changes and/or equiva-
lents will now, or in the future, occur to those skilled in the art.
It is, therefore, to be understood that the appended claims are
intended to cover all such modifications and/or changes as fall
within the true spirit of claimed subject matter.

[0132] There is little distinction left between hardware and
software implementations of aspects of systems; the use of

Nov. 11, 2010

hardware or software is generally (but not always, in that in
certain contexts the choice between hardware and software
may become significant) a design choice representing cost vs.
efficiency tradeoffs. There are various vehicles by which pro-
cesses and/or systems and/or other technologies described
herein may be effected (e.g., hardware, software, and/or firm-
ware), and that the preferred vehicle will vary with the context
in which the processes and/or systems and/or other technolo-
gies are deployed. For example, if an implementer determines
that speed and accuracy are paramount, the implementer may
opt for a mainly hardware and/or firmware vehicle; if flex-
ibility is paramount, the implementer may opt for a mainly
software implementation; or, yet again alternatively, the
implementer may opt for some combination of hardware,
software, and/or firmware.

[0133] The foregoing detailed description has set forth vari-
ous embodiments of the devices and/or processes via the use
of block diagrams, flowcharts, and/or examples. Insofar as
such block diagrams, flowcharts, and/or examples contain
one or more functions and/or operations, it will be understood
by those within the art that individual function and/or opera-
tion within such block diagrams, flowcharts, or examples may
be implemented, individually and/or collectively, by a wide
range of hardware, software, firmware, or virtually any com-
bination thereof. In one embodiment, several portions of the
subject matter described herein may be implemented via
Application Specific Integrated Circuits (ASICs), Field Pro-
grammable Gate Arrays (FPGAs), digital signal processors
(DSPs), or other integrated formats. However, those skilled in
the art will recognize that some aspects of the embodiments
disclosed herein, in whole or in part, may be equivalently
implemented in integrated circuits, as one or more computer
programs running on one or more computers (e.g., as one or
more programs running on one or more computer systems), as
one or more programs running on one or more pProcessors
(e.g., as one or more programs running on one or more micro-
processors), as firmware, or as virtually any combination
thereof, and that designing the circuitry and/or writing the
code for the software and or firmware would be well within
the skill of one of skill in the art in light of this disclosure. In
addition, those skilled in the art will appreciate that the
mechanisms of the subject matter described herein are
capable of being distributed as a program product in a variety
of forms, and that an illustrative embodiment of the subject
matter described herein applies regardless of the particular
type of signal bearing medium used to actually carry out the
distribution. Examples of a signal bearing medium include,
but are not limited to, the following: a recordable type
medium such as a floppy disk, a hard disk drive, a Compact
Disc (CD), a Digital Video Disk (DVD), a digital tape, a
computer memory, etc.; and a transmission type medium such
as a digital and/or an analog communication medium (e.g., a
fiber optic cable, a waveguide, a wired communications link,
a wireless communication link, etc.).

[0134] Those skilled in the art will recognize that it is
common within the art to describe devices and/or processes in
the fashion set forth herein, and thereafter use engineering
practices to integrate such described devices and/or processes
into data processing systems. That is, at least a portion of the
devices and/or processes described herein may be integrated
into a data processing system via a reasonable amount of
experimentation. Those having skill in the art will recognize
that a typical data processing system generally includes one
or more of a system unit housing, a video display device, a
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memory such as volatile and non-volatile memory, proces-
sors such as microprocessors and digital signal processors,
computational entities such as operating systems, drivers,
graphical user interfaces, and applications programs, one or
more interaction devices, such as a touch pad or screen,
and/or control systems including feedback loops and control
motors (e.g., feedback for sensing position and/or velocity;
control motors for moving and/or adjusting components and/
or quantities). A typical data processing system may be
implemented utilizing any suitable commercially available
components, such as those typically found in data computing/
communication and/or network computing/communication
systems.

[0135] The herein described subject matter sometimes
illustrates different components contained within, or con-
nected with, different other components. It is to be understood
that such depicted architectures are merely exemplary, and
that in fact many other architectures may be implemented
which achieve the same functionality. In a conceptual sense,
any arrangement of components to achieve the same func-
tionality is effectively “associated” such that the desired func-
tionality is achieved. Hence, any two components herein
combined to achieve a particular functionality may be seen as
“associated with” each other such that the desired function-
ality is achieved, irrespective of architectures or intermedial
components. Likewise, any two components so associated
may also be viewed as being “operably connected”, or “oper-
ably coupled”, to each other to achieve the desired function-
ality, and any two components capable of being so associated
may also be viewed as being “operably couplable”, to each
other to achieve the desired functionality. Specific examples
of'operably couplable include but are not limited to physically
mateable and/or physically interacting components and/or
wirelessly interactable and/or wirelessly interacting compo-
nents and/or logically interacting and/or logically inter-
actable components.

[0136] With respect to the use of substantially any plural
and/or singular terms herein, those having skill in the art may
translate from the plural to the singular and/or from the sin-
gular to the plural as is appropriate to the context and/or
application. The various singular/plural permutations may be
expressly set forth herein for sake of clarity.

[0137] It will be understood by those within the art that, in
general, terms used herein, and especially in the appended
claims (e.g., bodies of the appended claims) are generally
intended as “open” terms (e.g., the term “including” should
be interpreted as “including but not limited to,” the term
“having” should be interpreted as “having at least,” the term
“includes” should be interpreted as “includes but is not lim-
ited to,” etc.). It will be further understood by those within the
art that if a specific number of an introduced claim recitation
is intended, such an intent will be explicitly recited in the
claim, and in the absence of such recitation no such intent is
present. For example, as an aid to understanding, the follow-
ing appended claims may contain usage of the introductory
phrases “at least one” and “one or more” to introduce claim
recitations. However, the use of such phrases should not be
construed to imply that the introduction of a claim recitation
by the indefinite articles “a” or “an” limits any particular
claim containing such introduced claim recitation to inven-
tions containing only one such recitation, even when the same
claim includes the introductory phrases “one or more” or “at
least one” and indefinite articles such as “a” or “an” (e.g., “a”
and/or “an” should typically be interpreted to mean “at least
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one” or “one or more”); the same holds true for the use of
definite articles used to introduce claim recitations. In addi-
tion, even if a specific number of an introduced claim recita-
tion is explicitly recited, those skilled in the art will recognize
that such recitation should typically be interpreted to mean at
least the recited number (e.g., the bare recitation of “two
recitations,” without other modifiers, typically means at least
two recitations, or two or more recitations). Furthermore, in
those instances where a convention analogous to “at least one
of' A, B, and C, etc.” is used, in general such a construction is
intended in the sense one having skill in the art would under-
stand the convention (e.g., “a system having at least one of A,
B, and C” would include but not be limited to systems that
have A alone, B alone, C alone, A and B together, A and C
together, B and C together, and/or A, B, and C together, etc.).
In those instances where a convention analogous to “at least
one of A, B, or C, etc.” is used, in general such a construction
is intended in the sense one having skill in the art would
understand the convention (e.g., “a system having at least one
of'A, B, or C” would include but not be limited to systems that
have A alone, B alone, C alone, A and B together, A and C
together, B and C together, and/or A, B, and C together, etc.).
It will be further understood by those within the art that
virtually any disjunctive word and/or phrase presenting two
or more alternative terms, whether in the description, claims,
or drawings, should be understood to contemplate the possi-
bilities of including one of the terms, either of the terms, or
both terms. For example, the phrase “A or B” will be under-
stood to include the possibilities of “A” or “B” or “A and B.”

What is claimed is:

1. A method for a computing device to generate an identi-
fication number of an integrated circuit (IC) including circuit
elements, the method comprising:

selecting circuit elements of the IC;

evaluating measurements of an attribute of the IC for the

selected circuit elements, wherein individual measure-
ments are associated with corresponding input vectors
previously applied to the IC;
solving a plurality of equations formulated based at least in
part on the measurements taken of'the attribute of the IC
for the selected circuit elements to determine scaling
factors for the selected circuit elements; and

transforming the determined scaling factors for the
selected circuit elements to generate an identification
number of the IC.

2. The method of claim 1, wherein solving the plurality of
equation comprises solving the plurality of equations formu-
lated further based on additional measurements of another
attribute of the IC for the selected circuit elements.

3. The method of claim 2, wherein the attribute and the
another attribute include two of a leakage current, a delay, a
switching power, a parasitic capacitance, an inductance, a
resistance, a gain, an offset voltage, a threshold voltage, an
operating temperature, a power consumption, or an idle cur-
rent.

4. The method of claim 1, wherein solving the plurality of
equation comprises solving the plurality of equations further
including a corresponding error term based at least in part on
an error in the measurements.

5. The method of claim 4, wherein solving the plurality of
equations further comprises:

formulating an optimization problem that includes an

objective function that reduces a norm of the error terms
of the plurality of equations.
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6. The method of claim 1, wherein transforming the deter-
mined scaling factors further comprises:

selecting one or more of the scaling factors;

mapping the one or more selected scaling factors into cor-

responding binary codes; and

generating the identification number of the IC using the

mapped binary codes for the selected scaling factors.

7. The method of claim 1, wherein transforming com-
prises:

generating a probability distribution function (PDF) of the

scaling factors;

partitioning an area under the PDF into individual seg-

ments such that each of the individual segments have
approximately equal area;

assigning binary codes to the individual segments such that

each individual segment is associated with a respective
one of the binary codes;

assigning binary codes to the individual scaling factors

included in the individual segments based on the binary

codes assigned to the individual segments; and
generating the identification number of the IC using the

binary codes assigned to the individual scaling factors.

8. The method of claim 1, the method further comprising:

evaluating a collision probability of the generated identifi-

cation.

9. The method of claim 8, wherein selecting the circuit
elements further comprises selecting a first plurality of circuit
elements, and wherein the generated identification number is
a first identification number, the method further comprising:

determining that the collision probability is higher than a

threshold collision probability;

selecting a second plurality of circuit elements based on

determining that the collision probability is higher,
wherein the second plurality of circuit elements includes
more circuit elements compared to the first plurality of
circuit elements; and

generating a second identification number of the IC, such

that the second identification number has a relatively
lower collision probability than the first identification
number.

10. A method for a computing device to generate an iden-
tification number of an integrated circuit (IC) including cir-
cuit elements, the method comprising:

initiating an application of input vectors to one or more of

the circuit elements included in the IC;

receiving measurement values responsive to the applica-

tion of input vectors, wherein the measurement values
correspond to values measured for one or more attributes
of the one or more circuit elements in response to the
application of input vectors;

formulating a plurality of equations based on the corre-

sponding measured values, wherein each of the plurality
of equations includes one or more scaling factors of the
corresponding one or more circuit elements;

solving the plurality of equations to determine the one or

more scaling factors of the corresponding one or more
circuit elements; and

transforming the determined one or more scaling factors to

generate the identification number of the IC.

11. The method of claim 10, wherein each of the one or
more attributes include one of a leakage current, a delay, a
switching power, a parasitic capacitance, an inductance, a
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resistance, a gain, an offset voltage, a threshold voltage, an
operating temperature, a power consumption, or an idle cur-
rent.

12. The method of claim 10, wherein solving the plurality
of'equations comprises solving equations that include one or
more terms corresponding to one or more circuit elements,
and wherein each of the one or more terms includes a nominal
value of an attribute of the corresponding circuit element and
a scaling factor of the corresponding circuit element.

13. The method of claim 10, wherein solving the plurality
of' equations comprise solving equations that further include
a corresponding error term based at least in part on an error in
a corresponding measurement value.

14. The method of claim 13, further comprising:

formulating an optimization problem that includes an

objective function that reduces a norm of the error terms
of individual equations.

15. The method of claim 13, further comprising:

solving the optimization problem using one of linear pro-

gramming, piecewise linear programming, non-linear
programming, quadratic programming, or convex pro-
gramming.

16. The method of claim 10, further comprising identifying
one or more of the circuit elements as ambiguous circuit
elements, wherein formulating the plurality of equations fur-
ther comprises formulating the plurality of equations such
that the one or more of the ambiguous circuit elements are
excluded from individual equations of the plurality of equa-
tions.

17. The method of claim 10, further comprising:

causing a change in an operating condition of the IC to

reduce the precision required for the measurement val-
ues.

18. The method of claim 10, wherein transforming the
determined one or more scaling factors further comprises:

selecting one or more of the scaling factors;

mapping the one or more selected scaling factors into cor-

responding binary codes; and

generating the identification number of the IC using the

binary codes.

19. The method of claim 18, further comprising:

identifying one or more bits of an indicator string corre-

sponding to one or more circuit elements whose scaling
factors have been selected; and

setting the identified one or more bits to 1, such that the

indicator string indicates the circuit elements whose
scaling factors have been used for generation of the
identification number of the IC.

20. The method of claim 18, wherein selecting one or more
of' the scaling factors further comprises:

generating a probability distribution function (PDF) of the

scaling factors;

partitioning an area under the PDF into individual seg-

ments;

dividing the individual segments into a first set of segments

and a second set of segments, such that the individual
segments in the first set of segments and the individual
segments in the second set of segments are interleaved;
and

selecting one or more scaling factors that are in the first set

of segments.

21. The method of claim 20, wherein mapping comprises:

assigning binary codes to the individual segments in the

first set of segments such that each individual segment in
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the first set of segments is associated with a respective
one of the binary codes; and

assigning binary codes to the scaling factors included in the
individual segments of the first set of segments based on
the binary codes assigned to the individual segments.

22. The method of claim 10, wherein transforming the

determined one or more scaling factors further comprises:

generating a probability distribution function (PDF) of the
scaling factors;

partitioning an area under the PDF into individual seg-
ments, each segment having approximately equal area;

assigning binary codes to the individual segments such that
each individual segment is associated with a respective
one of the binary codes;

assigning binary codes to the scaling factors included in the
individual segments based on the binary codes assigned
to the individual segments; and

generating the identification number of the IC using the
binary codes assigned to the scaling factors.

23. The method of claim 10, further comprising:

authenticating the IC, in response to determining the one or
more scaling factors and/or generating the identification
number of the IC.

24. The method from claim 23, wherein authenticating the

IC further comprises:

challenging an identification of the IC by initiating an
application of one or more input vectors to one or more
of the circuit elements included in the IC;

receiving response values responsive to the challenging,
wherein the response values include indication of one or
more operational characteristics of the one or more cir-
cuit elements;

comparing the received response values with response val-
ues stored in a database external to the IC; and

authenticating the IC based at least in part on said compar-
ing.

25. The method from claim 23, further comprising:

granting the IC or a user of the IC access or operational
rights to one or more services or devices, based at least in
part on authenticating the IC.

26. The method from claim 10, further comprising:

determining a schedule of data assignment to one or more
circuit elements of the IC, such that a total leakage
current, temperature, parasitic capacitance or speed of
aging of the IC is reduced.
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27. The method from claim 10, further comprising:

determining an operational voltage of the IC for a task to be
executed on the IC within a duration of time such that a
total leakage current, temperature, parasitic capacitance
or speed of aging of the IC is reduced, based at least in
part on the determined scaling factors of one or more
circuit elements.

28. An apparatus arranged to determine an identification
number of an integrated circuit (IC) including circuit ele-
ments, the apparatus comprising:

a storage medium configured to store programming

instructions; and

a processor coupled to the storage medium and configured

by the programming instructions to cause the apparatus,

when the programming instructions are executed by the

processor, to:

initiate an application of input vectors to one or more of
the circuit elements included in the IC;

receive measurement values responsive to the applica-
tion of input vectors, wherein the measurement values
correspond to values measured for one or more
attributes of the one or more circuit elements in
response to the application of input vectors;

formulate a plurality of equations based on the corre-
sponding measured values, wherein each of the plu-
rality of equations includes one or more scaling fac-
tors of the corresponding one or more circuit
elements;

solve the plurality of equations to determine the one or
more scaling factors of the corresponding one or more
circuit elements; and

transform the determined one or more scaling factors to
generate the identification number of the IC.

29. The apparatus of claim 28, wherein the processor is
further configured by the programming instructions to cause
the apparatus to transform the determined one or more scaling
factors by causing the apparatus to:

select one or more of the scaling factors;

map the one or more selected scaling factors into corre-

sponding binary codes; and

generate the identification number of the IC using the

binary codes.



